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Enterprise Risk Management Defined

Enterprise Risk Management (ERM) —a structured, consistent, and
continuous risk management process applied across the entire
organization that brings value by:

Proactively identifying, assessing, and prioritizing material risks
Developing and deploying effective mitigation strategies
Aligning with strategic objectives and administrative processes
Embedding key components into the organization’s culture:

Risk ownership, governance, and oversight

Reporting and communications

Leveraging technology and tools
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s ERM Framework

Identify and Planning and Measure, Monitor,
Management
Identification and Detailed analysis of the Assess net risk position and
assessment of allrisks with identified risks with evaluation [ provide data to management
prioritization (o provide rank of the root causes and abilty on a continuous basis
order understanding to manage

pporting Framework

Risk Based Culture
Risk appetite, tolerance, alignment with perfomance incentive plans and ongoing education

Technology and Systems
Means and methods of managing the ERM process

Policies and Procedures
Consistent communication about a sustainable ERM process across the organization

Governance and Compliance

Leveraging and integrating the ERM process
Operatonal Compiance | Firancial ompliance . | Reguisory Compiiance
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Why is ERM Important to Today's

Higher Education Institutions?

Seeking enhanced visibiliy into
Board of Trustees the risks of the institution

Promoting forward-looking
approach to risk management

Accreditors and
Auditors

Higher
Education
Institution

Analysts

Instituting ERM ratings criteria
for debt issuers

Seeking assurance on
stewardship of donated funds Donors
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Benefits of ERM

Breakdown of institutional silos

Achievement of corporate governance objectives and organizational
goals

Satisfaction of rating agency criteria

Development of a sustainable risk identification, prioritization and
measurement process

Proactive anticipation of risks

Better risk response strategies
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ERM Compliance Factors

Regulatory standards
Federal Sentencing Guidelines—Section 8B2.1(b)(7)(a)

Guidelines and best practices
1SO 31000

Standard & Poor's (S&P) ERM ratings criteria for non-financial
organizations

Committee of Sponsoring Organizations of the Treadway
Commission’s (COSO) ERM framework

SEC guidelines for public companies (reference point)
United Educators’ SRA worksheet

Emerging regulations and guidelines
Accreditation requirements?

Overview of S&P’s ERM Ratings Criteria

Continuing to engage issuers in ERM discussions during regularly
scheduled management meetings

Planning to incorporate ERM references into individual credit rating
reports in 2010

Focused initially on organizational culture and strategic risk
management
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ERM Compliance Factors—S&P ERM Ratings Criteria

Culture

Organizational
structure

Risk managemer

staff roles and
accountability

Risk communication
(internal and
external)

Risk Controls

Risk identification,
measurement and
monitoring

Risk limit
application and
enforcement
Risk control
rocesses—

proces
policies,
infrastructure,

methodology (PIM)

Sector and firm-

Emerging Risk
Preparation

Environmental
scanning, trending
stress testing,

ntingency
planning and other
pre-loss practic

Expectation
planning for
negative events pre
and post-loss
performance

Strategic Risk
Management

Utilization of risk
management and
return on risk in
strategic decision
making

Risk consideration
within capital
budgeting and
allocation,
performance
measurement and
other administrative
practices

specific risk control
criteria
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reward optimization

Has very well-developed capabilities to

onsistently identify
res to risk and losse

Excellent within predetermined to
highly unlikely to occur

vays considered important in decision making

Demonstrates enterprise-wide risk view, but is still loss control focused

to consistently identi and manage exposures to risk and
ermined toleran
are unikely to

ered important in decision making

Manages

Has moderate capabi

es to identify, measure and manage most major exposures to risk
and losses

Adequate
are somewhat likely to

onsidered important in decision making

Risk manag

i
e
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Build an ERM Value Proposition...

Optimal capital deployment

Continued or improved rating agency confidence
Effective critical event response

Better decision making

Enhanced stewardship and governance
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...Then Make It Happen

A Phased Approach to ERM Implementation

Assess the
Current State

Envision the
Future State

Implement
ERM

MARSH
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Implementing ERM

Phase 1—Assessing the Current State

Risk identification and assessment
Comprehensive review and analysis of an organization’s risk
tolerance, current exposures and management practices, resulting in
the prioritization of key risks

ERM infrastructure review
Evaluation and benchmarking organizational risk management
initiatives against global ERM standards (e.g., COSO, AS/NZS 4360,
Turnbull) and prevailing best practices. Areas of analysis typically

include:
Risk management strategy Culture and capabilities
Tools Risk strategy
Risk management processes Governance
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Implementing ERM

Phase 2—Designing the ERM Future State

Formulating effective point solutions
Evaluation of how to effectively respond to material risks. A review of
key opportunities for improvement and development of mitigation
strategies to maximize the risk and reward trade-off along the risk
response path: retention, avoidance, mitigation, and/or transfer.

Developing the infrastructure

Creation of a phased strategy to develop critical infrastructure
components.

Establishment of organizational and governance aspects of ERM
through the use of various tools and techniques:

Define role of: board, RM department, risk councils, etc.

Integrate with existing processes

Determine stakeholder reporting and communications

MARSH

1 2

Assess the. Envision the
MHECH Curent State Future State

Implementing ERM

Phase 3—Implementing the Framework

Enacting the future state vision

Execution of action plans following the development of the ERM future
state (Phase II)

Integration of risk management considerations into routine processes,
such as budgeting and strategic planning

Leveraging technology and tools for efficiency

Repeat the process
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Critical Success Factors

Establish the right vision and realistic plan

Obtain senior leadership buy-in and direction

Align with mission and strategic objectives

Attack silos at the onset

Set objectives/performance/early warning indicators
Stay focused on results

Communicate vision and key outcomes

Develop a sustainable process vs. a one-time project

Remember ERM is a journey, not a destination

MARSH




ERM Challenges for Higher
Education Institutions

MARSH
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Sampling of ERM Challenges for

Higher Education Institutions

Lack of senior leadership buy-in and support
Limited resources and tools

Initiative burnout

Turf battles and silos

“Now what?” Following a risk assessment

MHECI

Challenge #1:

How to Obtain Senior Leadership Buy-in and Support

Potential solutions
Speak leadership’s language

Real world examples: EVA, potential points of failure, peer comparisons,
industry risk events, good governance, tie to accreditation

Use the big stick if necessary—regulatory and quasi-regulatory
requirements

Define senior leadership roles in practical terms
Oversight
Sponsorship
Board reporting
Informed decision-making
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Challenge #2:

How to Execute ERM on a Dime

Potential solutions
Establish a realistic project plan—and stick to it

Simplify the data management and reporting process
Leverage existing resources

Audit plans/assessments

Process maps

Strategic plans

Use consultants judiciously
Thought leadership vs. execution

Review cost effective tools available in the marketplace
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Challenge #2:

How to Execute ERM on a Dime (cont'd)

Role of ERM Systems and Tools

Analysis Capability

Visual Presentation

Tracking of Key Risk Indicators
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Challenge #3:

How to Avoid Initiative Burnout

Potential solutions
Go stealth—don’t necessarily brand as ERM

Piggyback on existing processes
Planning
Budgeting
Performance management

Counteract resistance through “quick wins”
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Challenge #4:

How to Counteract Turf Battles and Silos

Potential solutions

Form a cross-functional ERM Committee in which members share
equally in responsibility

Invite academic, as well as administrative, participation in the process

Communicate, communicate, communicate
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Challenge #5:

“Now What?” Following a Risk Assessment (cont'd)
Sample Risk Assessment Output Declining State appropriations
Student enroliment/retention
High
Community relations

ﬂ EEOC compliance
Employee turnover

Student safety

Interest rate volatilty

Impact

n Faculty recruitment/retention

Mo s

Intellectual property

Endowment performance:

HIPAA/GLBAIFERPA compliance

[ [I——

Likelihood High
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Challenge #5:

“Now What?” Following a Risk Assessment (cont'd)

Potential solutions
Assign risk ownership for top 57 risks

Assist risk owners in root cause analysis
Assist risk owners in developing action plans
Monitor action plan effectiveness

Repeat the risk assessment cycle
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Challenge #5:
“Now What?” Following a Risk Assessment (cont'd)

Retirement

Compensation

Legend
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Challenge #5:

“Now What?” Following a Risk Assessment (cont'd)
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Big Ten Institution

New VP Finance joined in 2009 and had prior experience with ERM at
another institution

Needed to overcome an educational barrier about what ERM is while
also building consensus on how best to approach ERM

With the assistance of Marsh, created an internal symposium on
ERM:
Included key stakeholders in the university likely to be involved in efforts

Provided education on ERM
Highlighted three institutions where ERM was already implemented

Held a group discussion on the best way to approach ERM at the institution

Outcome included design of a working group to drive ERM efforts

Moving forward with internal efforts to design and conduct a risk
assessment

MARSH

Large Private University

Wanted to conduct an enterprise-wide risk assessment as the starting
point for an ERM governance structure and risk-based audit plan

With the assistance of Marsh, conducted an enterprise-wide risk
assessment:
Canvassed > 30 academic and administrative leaders throughout the
university:
Ranked risks according to frequency and severity in determination of an
overall “top 8"
Developed corresponding audit plans for the “top 8"

Outcome included reallocation of capital to address high impact risks:
Increased contingency planning around technology outages and network
breaches
Increased employee crisis response training
Improved the contract oversight and document retention process

Developed a cross-functional governance process to address risks in
a consistent, real-time manner going forwar
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Contact Information

Christy Kaufman, CPCU

Marsh Risk Consulting Enterprise Risk Management
Milwaukee

1608 831 7775 Office

1212948 8005 Fax
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