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About MHEC

• Midwestern Higher Education Compact (MHEC)
was legislatively created and serves the Midwest 
census region (12 states)

• One of four regional higher education compacts 
(MHEC, WICHE, SREB, NEBHE)

• MHEC offers programs for post-secondary education 
institutions in areas such as property insurance, student 
health, military credit, open educational resources, research, 
policy analysis, and technology.



MHEC Technologies Community
• Engages IT innovators and specialists from services areas for 

technology, academia, students, and administration
• Provides strategic guidance to MHEC on technology-related 

topics in support of the mission of higher education 
institutions, and helps identify opportunities for contracts 
to serve higher education needs

• Learn more about the MHEC Technologies 
Community: MHEC.org/policy-research/technologies

Contact: Deb Kidwell
Dir of Technology Initiatives
612-677-2770
debk@mhec.org

https://www.mhec.org/policy-research/technologies
mailto:debk@mhec.org


MHEC Technology Contracts

• Sustain and advance affordable, high-quality educational 
opportunities through cost-savings initiatives

• Known and used by higher education IT and 
procurement offices

• Encompasses contracts that might not traditionally be 
considered 'technology'

• Learn more about MHEC Contracts: MHEC.org/contracts

Contact: Nathan Sorensen
Dir of Govt Contracts
(612) 677-2767
nathans@mhec.org

http://MHEC.org/contracts
mailto:nathans@mhec.org


MHEC SECURITY SERVICES WEBINAR 
SERIES:
• January 26, 2022: Improving Your Cybersecurity Posture
• February 14, 2022: Educator's Guide to Outsmarting the Puppet Master
• March 16, 2022: Ransomware Trends: The Evolution of the Threat

• April 12, 2022: Building a Culture of Information Security
• Presented in partnership with BerryDunn
• MHEC Contract #MHEC-06042021-BD

• Consulting Services
• Competitively bid solicitation
• Available to all higher education institutions within the MHEC region, 

both public and private not-for-profit



Joe Traino, Brian Hadley, Vienna Morrill, Tyler Bartlett

April 12, 2022

Building a Culture of Information 
Security
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What does a culture of information security look like?

Administrative and Technical Controls

Awareness and Training

IT Staff

Users

Organization 
Leadership

Compliance and Risk 
Mitigation
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Agenda

1 Selecting Standards

2 Assessing Risk

3 The Importance of Wellbeing
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Selecting Standards

1
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National Institute of Standards and Technology 
(NIST)
 CSF, 800-53, 800-171

International Standards Organization (ISO)
 27000, HEISC

Center for Information Security (CIS)
Cybersecurity Maturity Model Certification 
(CMMC)

Cybersecurity Frameworks

Administrative and Technical Controls
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Polling Question #1
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NIST
 Security Assurance Level

ISO
 27002 Clause 5 through 18 

controls

CIS
 Implementation Group

CMMC
 Level

Customization

Administrative and Technical Controls
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Security Awareness Training

Recognizing 
social 

engineering 
attacks

Dangers of 
insecure 
networks

Safe browsing
practices

Reporting 
incidents

Causes of 
unintentional 

exposure

Data 
handling

Authentication 
best practices

Administrative and Technical Controls
Awareness and Training
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Assessing Risk

2
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Internal
 Annually

External
 Periodically to verify the results of internal 

assessments

Assessments

Administrative and Technical Controls
Awareness and Training

Users IT Staff Leadership
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Polling Question #2
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Example Assessment Outcomes
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Example Assessment Outcomes
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Example Assessment Outcomes



20

The Importance of Well-
being

3
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Well-being Defined

What you think and feel about your life; often influenced by a variety of factors 
including physical and mental health, social connectedness, financial wellness, and 
vocational satisfaction.

• Chronically low well-being can lead to disengagement and burnout.

• When people are disengaged and burned out... threats may go unnoticed, good 
security practices may slip, important steps may get left out, important 
communication may break down.

What does well-being have to do with Information 
Security?
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Polling Questions #3 and #4
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“Unwell” users present challenges

Contributing Factors
• Fatigue
• Burn out
• Disengagement
• Distraction

Contributing Factors
• Financial Distress
• Interpersonal 

Conflicts
• Distrust
• Feeling 

Unappreciated
• Lack of Belonging

Source: 2022 Cost of Insider Threats Summary Report, Ponemon Institute
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Two Angles

IT Staff
• The individuals we rely on to identify, assess, 

respond to, and manage security risks.

Users
• The individuals we rely on to adhere to 

security policies and procedures.
• The individuals we rely on to identify and 

communicate threats.
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80% of cybersecurity personnel said they’re dealing with more stress in the 
wake of the pandemic than before it. (ITProPortal)
25% of CISOs said that their job has affected their mental and/or physical 
health. (CyberScoop)
65% of pros are thinking about leaving cybersecurity due to work-related 
stress. (Beta News)

Stress, Burnout, and Overall Well-being 

https://blogs.cisco.com/security/mental-health-burnout-in-cybersecurity-tips-stories-and-insights
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 Set the tone with IT Leaders and Managers
 Meet people where they are at (use tools like surveys, facilitated 

team discussions)
 Understand and promote the programs, resources, and benefits 

available to your teams.
 Emphasize culture.
 Reduce Stressors. Ask employees. Are there opportunities to 

improve?
 Appreciate the value of retaining great people.

Supporting the Well-being of IT Personnel
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Elevate the well-being discussion with the leadership team. 
Make the connection between well-being and enterprise risk.
Consider well-being when planning IT changes and projects:
 How does this change influence the well-being of users?

 How might users react to this information? 

 How can we make information security, and technology in general, feel less 
"stressful?“

Support research, planning, and implementation of well-being-related 
technology solutions

How IT Can Support the Well-being of Users
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What does a culture of information security look like?

Administrative and Technical Controls

Awareness and Training

IT Staff Users Organization 
Leadership

Compliance and Risk 
Mitigation
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About BerryDunn

47
Years in 
Business

30+
Years of 
Advisory 
Services

145+ 
Colleges, 

Universities, and 
Systems

• Mature methodology
• Successful track record
• Focused on value

OBJECTIVE AND INDEPENDENT 97% Client satisfaction rating

• Risk management 

programs

• IS maturity assessments

• Information security (IS) 

assessments

• HIPAA, NIST, GLBA and 

other compliance 

authority assessments

• Policy, program and 

procedure development

• Training and education
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berrydunn.com

Joe Traino 
jtraino@berrydunn.com

Brian Hadley
bhadley@berrydunn.com

Vienna Morrill
vmorrill@berrydunn.com

Tyler Bartlett
tbartlett@berrydunn.com

Thank you

mailto:jtraino@berrydunn.com
mailto:bhadley@berrydunn.com
mailto:vmorrill@berrydunn.com
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