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Your organization’s worst day…

“Hello [victim company redacted]. We are Conti Group. We want 
to inform that your company local network have been hacked and 
encrypted. We downloaded from your network more than 180GB 
of sensitive data. – Shared HR – Shared_Accounting – Corporate 
Debt – Departments. You can see your page in the our blog here 

[dark web link]. Your page is hidden. But it will be published if you 
do not go to the negotiations.”



Why talk about ransomware?

• The ransomware threat landscape is active and thriving.

• Our customers continue to get hit by it.

• Other organizations continue to get hit by it.
• Our customers want to know what happened, are they protected.

• The landscape is shifting – we don’t know how much yet.
• Colonial Pipeline – a watershed moment?
• Intensifying government/law enforcement response?

• We should continue to be actively looking at opportunities to prevent, detect.



Opportunistic, financially motivated, highly lucrative 

Colonial Pipeline Paid Roughly $5 
Million in Ransom to Hackers

Colonial Pipeline made the ransom payment to 
the hacking group DarkSide after the cybercriminals last 
week held up the company’s business networks with 
ransomware

Meatpacker JBS says it paid equivalent 
of $11M in ransomware attack

Aishwarya Nair | 10 June 2021

Meatpacker JBS USA paid a ransom equivalent to $11 million 
following a cyberattack that disrupted its North American and 
Australian operations, the company's CEO said in a statement 
on Wednesday.

Michael D. Shear, | 13 May 2021

https://www.theguardian.com/technology/2021/jul/06/kaseya-
ransomware-hackers-attack

https://www.nytimes.com/2021/05/13/us/politics/biden-colonial-pipeline-
ransomware.html

https://www.reuters.com/technology/jbs-paid-11-mln-response-
ransomware-attack-2021-06-09/

Ransomware: Impossible to ignore

https://www.theguardian.com/technology/2021/jul/06/kaseya-ransomware-hackers-attack
https://www.nytimes.com/2021/05/13/us/politics/biden-colonial-pipeline-ransomware.html
https://www.reuters.com/technology/jbs-paid-11-mln-response-ransomware-attack-2021-06-09/


State of the landscape
By numbers

Active name-and-shame groups30+
11+ ‘Ransomware-as-a-Service’ (RaaS) operations

Public victims (tip of the iceberg)2300+
$40M Highest reported public ransomware payment
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A global criminal underground economy
E-crime at scale

Ransomware
Ecosystem• When we look at the Cyber Threat 

Landscape what we really see is a global 
underground economy that functions as a 
near peer competitor to all our customers.

• E-criminal networks, are in pursuit of the 
fastest path  to monetization with the use of 
weaponized software.

• The underground economy has SAAS, 
PAAS and IAAS, producers, wholesalers, 
retailers and even venture capitalist, all 
aggressively pursuing the economic goal of 
stealing your hard work and productivity.
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Real world impact
The ‘so what’ May 17, 2021



Dialling it back a little?
Just some re-branding, not a major re-think



But we had some wins!
The greatest cat and mouse game continues



Client impact
Second half of 2021

• Engagements: 41
• Greatest impact: 766 servers, 

3000 workstations
• Highest ransom paid: ~$15M 

USD
• Shortest dwell time: 1 day
• Average dwell time: 26 days
• Longest dwell time: 303 days 

(ransomware not deployed)



Vulnerabilities in Internet 
Facing Devices, 43%

Stolen Credentials, 18%

Malicious Emails, 13%

Brute Force, 11%

Third Party (supply chain), 5%

Insider, 5%

Password Spraying, 3% Pre-existing Malware 
Infection, 2%

Top Initial Access Vectors (not ransomware specific)
How are they getting in?



Anatomy of an attack
Initial Access Recon Data

Exfiltration Staging Tools Ransomware
Deployment

NegotiatePublish victimPublish or 
remove

Distribute 
payment Re-negotiate

Scan-and-exploit
Cred abuse

Commodity malware

Native OS commands
IP and port scanners

Vuln scanners
AD enumeration
Cred dumpers

RDP
MEGASync
WeTransfer

RDP
Cobalt Strike

Create share on DC

PSExec
Scripts

Cobalt Strike
Bespoke malware

GPOs
RDPMost organizations identify 

the intrusion here 

Tor
Privacy email 

(ProtonMail etc)

Public ‘leak’ sitePay or we’ll release 
everything

If victim pays may 
remove data but 

leave victim listed

Cryptocurrency 
distribution and 

washing



Are these attacks preventable?
Option 1: Prevention

Endpoint and network 
detection 

Malware infection

Patch

Scan-and-exploit

Multi-factor 
authentication

Credential Abuse



Are these attacks preventable?
Option 2: Detection and response

Good threat intel 
drives the right 
response

Effective 
instrumentation 
of the 
environment

Have the right 
people, 
processes and 
tools for rapid 
response



Summary
#1 threat facing our customers.

Indiscriminate and opportunistic.

You can effectively defeat it:
• Raise the cost; make them go elsewhere.
• Not that technically sophisticated.
• Layered controls / tripwires / visibility.

Many orgs pay but it’s no silver bullet.



Top 20 Specific Recommendations
What can you do?
1. Perform regular vulnerability scans
2. Monitor for newly registered spoofed 

domains
3. Implement IP allow lists
4. Establish network segmentation
5. Limit mail-forwarding functionality
6. Improve backup strategy and procedures
7. Restrict USB access
8. Rebuild compromised hosts
9. Remove default/generic accounts
10.Implement multi-factor authentication

11.Implement controlled folder access
12.Audit internet-facing web systems and 

content
13.Block inbound RDP from the internet
14.Implement DKIM and SPF authentication
15.Implement application allow lists
16.Implement an endpoint detection and 

response solution
17.Block outbound FTP connections
18.Update and patch systems and software
19.Document security configurations and 

standards
20.Apply the principle of least-privilege to 

account access



Russia-Ukraine Factor
How is the war impacting the ransomware threat?

• Prior to the war, members of the ReVil
ransomware gang were arrested by the Russian 
FSB

• Many of the Russian-led ransomware gangs 
appear to have Ukrainian members who are 
‘flipping the table’ based on the war.

• Ukrainian security researcher provides several 
releases of the Conti Ransomware gang’s 
internal chats which tie Conti members to the 
Emotet botnet.
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